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ABSTRACT

Business intelligence (BI) increasingly relies on machine-learning models trained on customer, employee and transaction data, and these models
can leak the data they were trained on through their parameters and outputs. Privacy-preserving machine learning offers formal protection,
principally through differential privacy (DP), which bounds what any output reveals about any individual record, and through federated learning,
which keeps data at its source. Both impose a utility cost. This paper examines the privacy-utility trade-off for a representative Bl regression
model in a simulation of 4,000 records. Without protection the model attains a hold-out R® of 0.69. Centralised training with output-perturbation
DP retains R” of 0.68 at a privacy budget of € = 0.5 and 0.64 at € = 0.25, falling to 0.38 at € = 0.1; federated training with per-client DP across five
sites loses utility faster, retaining 0.62 at € = 0.5 and 0.42 at € = 0.25. The paper explains why local protection costs more than central protection,
maps the trade-off to Bl use cases by sensitivity and precision requirements, and proposes an architecture and governance for privacy-preserving
Bl in which the privacy budget is a managed resource. The contribution is a practical account of how organisations can obtain analytical value
from sensitive data under formal privacy guarantees.

Keywords: Privacy-preserving machine learning; differential privacy; federated learning; business intelligence; privacy-utility trade-off; data
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INTRODUCTION

Business intelligence has moved from aggregate reporting to
predictive and prescriptive models trained on granular data about
individuals: customers’ transactions, employees’ performance,
patients’ records, users’ behaviour. Such models are valuable
precisely because they capture individual-level patterns, and for
the same reason they are a privacy risk. Model parameters and
predictions can reveal whether a particular individual was in the
training data and, in some cases, what their record contained [1], [2].
Data protection regulation, contractual obligations and customer
trust all constrain how such data may be used.

Privacy-preserving machine learning addresses the risk
formally. Differential privacy [3] guarantees that the output of a
computation changes little whether or not any single record is
included, with a privacy budget € quantifying “little”. Federated
learning [4] trains models across data holders without pooling the
raw data, and can be combined with DP so that the shared model
updates are themselves protected. Both techniques trade privacy
for utility: DP adds noise that degrades accuracy, and federated
training constrains optimisation and amplifies the noise cost when
protection is applied locally.

This paper examines the trade-off for a representative Bl model,
explains its structure, and derives guidance for organisations
deciding how to protect analytical uses of sensitive data. It does
so in a simulation in which the data-generating process is known
so that utility can be measured against a known ceiling.

Corresponding Author: Otaxanova Umida, Teacher of Finance,
Alfraganus University, Tashkent, Uzbekistan, e-mail: u.otaxanova@afu.uz

How to cite this article: Umida, O. (2026). Privacy-Preserving Machine
Learning for Secure Business Intelligence. Journal of Teacher Education
and Research, 21(2):17-21.

Source of support: Nil
Conflict of interest: None

Overfitted models and models trained on small datasets are most
vulnerable. Aggregation does not by itself protect individuals, since
repeated queries or models can be combined to isolate records.

Differential privacy

A mechanismis (g, )-differentially private if its output distribution
changes by at most a factor of eAe (plus 8) when one record is
changed [3]. Smaller € means stronger protection and more noise.
DP can be applied to query outputs, to model parameters (output
perturbation) or to the training process (gradient perturbation)
[5]. The privacy budget is consumed by each release and must be
managed across all uses of a dataset.

Federated learning

Infederated learning, data remain with their holders, who compute
local model updates that a coordinator aggregates [4]. Raw data
are never pooled, which addresses data-residency and contractual
constraints, but updates can still leak information, so DP is typically
applied to them. Applying DP locally, at each holder, protects
against an untrusted coordinator but adds noise at each site that
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Privacy risks of trained models

Membership-inference attacks determine whether a record was
used in training from the model’s outputs [1]; model-inversion and
reconstruction attacks recover attributes of training records [2].

does not cancel when sites are few; secure aggregation [6] lets the
coordinator see only the sum of updates, which allows noise to be
added once, centrally.
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Bl use cases

Bl models differ in the precision they require and the sensitivity
of their data. Aggregate dashboards tolerate noise; customer-
level scoring does not. Internal analytics on employee data carry
high sensitivity; product usage analytics on pseudonymised data
carry less. The appropriate privacy mechanism depends on this
combination.

Alternatives and their limits

Organisations commonly rely on pseudonymisation, aggregation
and access control to protect analytical data. Each is useful but
none is a guarantee. Pseudonymised records can be re-identified
by linkage; aggregates can be differenced to isolate individuals;
access controls protect data at rest but not the models and reports
derived from it, which leave the controlled environment. Differential
privacy differs in kind: its guarantee is a property of the output,
holds regardless of what auxiliary information an adversary has,
and composes predictably across releases. It is the only mechanism
among these that allows an organisation to state what a published
model or report could reveal about any individual.

MopDEL AND SIMULATION DESIGN

A Bl regression task is simulated with 4,000 records, six standardised
features and an outcome generated by a linear model with four
informative features and Gaussian noise, so that the attainable R is
bounded. Records are split 3,000/1,000 for training and evaluation.
Three regimes are compared:

No protection: § = x"@’; Central DP: § =x"(§"+n),n ~ Laplace(0,
A/<); Federated DP: § = x" (1/m) 2. (8. + 1o (3)

Central DP fits ridge regression on the pooled training data and
perturbs the coefficients with Laplace noise scaled to a sensitivity
proxy A proportional to the inverse of the training size. Federated
DP partitions the training data across m = 5 clients of 600 records,
fits a local ridge model at each, perturbs each with Laplace noise
scaled to the local sensitivity, and averages. Privacy budgets € € {0.1,
0.25,0.5, 1,2, 5, 10} are evaluated, with 20 noise draws per setting.
The noise calibration is a design choice intended to represent
output-perturbation DP; the harness examines the shape of the
utility curve, not the exact € at which a given utility is reached.

REesuLTs

Utility versus privacy budget

Table 1 and Figure 1 report hold-out R%. Without protection the
model attains 0.692. Central DP retains 0.692 at € = 10 and 0.691 at
€=2,0.688ate=1,0.680ate=0.50.638ate=0.25and 0.380 at e
= 0.1. Federated DP tracks central DP closely at € > 2 but diverges
at tighter budgets: 0.675 at e = 1,0.619 at € = 0.5, 0.421 at € = 0.25,
and negative at € = 0.1, where the noise exceeds the signal.

Why federated protection costs more

Under central DP, noise is calibrated to the sensitivity of a model
fitted on 3,000 records; under federated DP, each client’s noise is
calibrated to a model fitted on 600 records, so the per-client noise
is five times larger, and averaging five noisy models reduces it only
by a factor of /5. The net noise is about 2.2 times that of central DP
at the same ¢, which is the gap visible at tight budgets. The gap
narrows as clients grow larger or more numerous and vanishes
when protection is applied centrally after secure aggregation.
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Table 1: Hold-out R? of the Bl regression model by privacy regime
and budget (no-protection R* = 0.692).

Privacy budget € Central DP Federated DP (5 clients)
10 0.692 0.692

5 0.692 0.691

2 0.691 0.686

1 0.688 0.675

0.5 0.680 0.619

0.25 0.638 0.421

0.1 0.380 <0

Interpretation for BI

For this task, a privacy budget of e = 1 costs less than one percentage
point of R* under either regime, and € = 0.5 costs one point centrally
and seven points federated. Budgets below 0.25 cost a large share
of the model’s value. The curve's shape, flat at loose budgets and
steep at tight ones, is general: there is a region in which strong
protection is nearly free and a threshold below which it is expensive.

Data size and the position of the curve

The threshold below which protection becomes expensive moves
with the size of the training data, because DP noise is calibrated
to sensitivity, which falls as records are added. A dataset ten times
larger would shift the curve in Figure 1 leftward, making tight
budgets affordable; a dataset ten times smaller would shift it
rightward. This dependence has an organisational implication:
pooling data across units, where permitted, improves not only
model accuracy but the privacy that can be afforded at a given
accuracy, which is one argument for central over federated
architectures where the governance obstacles to pooling can be
overcome.

ARCHITECTURE AND GOVERNANCE FOR PRIVACY-
PRESerVING Bl

Match mechanism to use case

For aggregate reporting and dashboards, DP on query outputs at
modest € is sufficient and inexpensive. For predictive models on
pooled sensitive data, central DP during training is the default. For
models across organisational or jurisdictional boundaries where
pooling is prohibited, federated learning with secure aggregation
and central DP on the aggregate is preferred to per-client DP,
because it recovers most of the utility gap. Per-client DP is reserved
for settings where the coordinator itself is untrusted.

Model utility vs privacy budget
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Figure 1: Hold-out R? against privacy budget for centralised and

federated training with differential privacy.
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Manage the privacy budget

The privacy budget is a finite resource consumed by every release
from a dataset. Organisations should allocate it across uses, record
consumption in a privacy ledger, and refuse releases that would
exhaust it. Bl teams accustomed to unlimited querying will find
this constraining; the ledger makes the constraint visible and forces
prioritisation of high-value analyses.

Architecture

A workable architecture places a privacy layer between the data
store and the Bl and modelling tools. The layer enforces DP on
query outputs, applies DP training procedures for models, mediates
federated training, maintains the ledger, and exposes utility
estimates so that analysts can see the cost of a given budget before
committing it. The simulation’s utility curve is the kind of estimate
the layer should provide.

Governance

Privacy-preserving Bl requires decisions that are policy rather than
engineering: what € is acceptable for what data, who may spend
the budget, and how utility losses are weighed against protection.
These decisions belong with data governance bodies, informed by
the utility curves and by regulatory and contractual constraints.
Formal privacy guarantees also support accountability, since the
organisation can state what any release could reveal about any
individual.

Communicating the trade-off

Analysts and decision-makers need to see the trade-off in the
terms they use. Utility should be expressed as the metric the use
case cares about, such as forecast error or classification accuracy, at
each candidate privacy budget, and the privacy guarantee should
be expressed in terms of what an adversary could learn. Presenting
both on the same curve, as in Figure 1, lets governance bodies
choose a budget with an understanding of what they are buying
and what they are giving up.

Incremental adoption

Organisations can adopt privacy-preserving Bl incrementally. Begin
with DP on aggregate releases, where the utility cost is negligible
and the governance habits can be formed; extend to central
DP training for models on pooled sensitive data; and introduce
federated learning only where data cannot be pooled. At each
stage, measure utility on the organisation’s own tasks, since the
curve's position varies with data size and model type even though
its shape is general.

Regulatory alignment

Data protection regimes increasingly recognise differential
privacy as a form of anonymisation or as a safeguard that reduces
the regulatory burden of processing. Organisations that adopt
it obtain, in addition to the technical guarantee, a documented
basis for arguing that analytical outputs do not constitute personal
data. The privacy ledger and the recorded € per release supply the
evidence; the governance body that sets the budget supplies the
accountability.

LiMmITATIONS

The simulation uses a linear model, output perturbation and a
sensitivity proxy; gradient-perturbation methods and deep models
have different utility curves, and the € values reported are not

comparable to those of production DP libraries without careful
calibration. Federated training is simulated with equal, independent
clients and a single aggregation round. Membership-inference risk
is not measured directly. All reported values are simulation outputs.

CONCLUSION

Privacy-preserving machine learning lets organisations extract
business intelligence from sensitive data under formal guarantees,
ata utility cost that is small for moderate privacy budgets and large
for tight ones. In simulation, central differential privacy retained
almost all of a Bl model’s accuracy at budgets near one, while
per-client federated protection cost more because noise does
not average away across few sites. Organisations should match
mechanisms to use cases, treat the privacy budget as a managed
resource, and locate the trade-off decisions in data governance.
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